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SMART CONTRACTS
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An assortment of modern gumball machines on location in a Dallas storefront. 
By Photo: Andreas Praefcke (Own work) [Public domain], via Wikimedia Commons

Gumball machines
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Lung at the German language Wikipedia [GFDL (http://www.gnu.org/copyleft/fdl.html) or CC-BY-SA-3.0 (http://creativecommons.org/licenses/by-sa/3.0/)], via Wikimedia  Commons

Turnstile / Pay toilets
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Tjong Jin Tai, Formalizing Contract Law for Smart Contracts, 
Tilburg Private Law Working Paper Series No. 6/2017
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Bugatti Typ 35 B, Baujahr 1925 - By Spurzem - Lothar Spurzem (Own 
work) [CC BY-SA 2.0 de (https://creativecommons.org/licenses/by-
sa/2.0/de/deed.en)], via Wikimedia Commons

Cloud

Frankfurt am Main - Skyline der Banken und Versicherungen - 
By Wolfgang Pehlemann (Own work) [CC BY-SA 3.0 
(https://creativecommons.org/licenses/by-sa/3.0)], via Wikimedia 
Commons

Bank

Tjong Jin Tai, Formalizing Contract Law for Smart Contracts, 
Tilburg Private Law Working Paper Series No. 6/2017

Starter Interrupt Device
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Smart Contracts – Really Smart?

Smart Contract Codes 
– Self Executing Contracts – 

Smart Legal Contracts 
– Artificial Intelligence – 

Haggling - By pmorgan [CC BY 2.0 
(http://creativecommons.org/licenses/by/2.0)], via Wikimedia Commons

Wimmerm at the German language Wikipedia [GFDL 
(http://www.gnu.org/copyleft/fdl.html) or CC-BY-SA-3.0 
(http://creativecommons.org/licenses/by-sa/3.0/)], via Wikimedia Commons

Amazn Echo - Frmorrison at 
English Wikipedia [GFDL 
(http://www.gnu.org/copyleft/f
dl.html) or CC BY-SA 3.0 
(https://creativecommons.org
/licenses/by-sa/3.0)], via 
Wikimedia Commons

Kaugummiautomat, By Rüdiger Wölk (photo taken by Rüdiger Wölk) [CC 
BY-SA 2.5 (https://creativecommons.org/licenses/by-sa/2.5)], via 

Wikimedia Commons

Tjong Jin Tai, Formalizing Contract Law for Smart Contracts, 
Tilburg Private Law Working Paper Series No. 6/2017
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Decentralized Autonomous Organizations (DAO) by Smart 
Contracts – Electronic Legal Persons
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Turing complete Smart Contract and Decentralized Application 
Platforms: Ethereum, Monax, Rootstock 

www.ethereum.org

www.rsk.co https://monax.io
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Smart Contracts – Programming Languages
Example: Solidity et. al.

www.ethereum.org

Ethereum
 Virtual M

achine (EVM
) 

Byte C
ode

Alternative Script Languages
• Serpent (outdated)
• Viper (rising)
• Babbage (discussed)

Criticism
• Security Issues
• Hard to validate Script Language
• Permissiveness
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Smart Contracts
Solidity – Code Example „Creating Contracts“

https://solidity.readthedocs.io/en/develop/contracts.html#creating-contracts
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Smart Contracts – Social Contracts? 
Transnational Company and Constitutional Law on Ethereum?

www.ethereum.org

The frontispiece of the 
book Leviathan by Thomas Hobbes; 

engraving by Abraham Bossearagon.one

https://en.wikipedia.org/wiki/Leviathan_(book)
https://en.wikipedia.org/wiki/Thomas_Hobbes
https://en.wikipedia.org/wiki/Abraham_Bosse
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Smart Contracts – Ethereum Environment and Challenges

Vitalik Butherin, 2016  
By Romanpoet (Own work) [CC BY-SA 4.0 
(https://creativecommons.org/licenses/by-
sa/4.0)], via Wikimedia Commons

Ethereum 
Foundation, Zug, 
Switzerland / 
Canadian Roots

Challenges
• Trust
• Performance / Scalability

Ethereum Virtual Machine *30 July 2015
Hard Fork IV/2016

Cryptocurrency Ether
• Market Cap at 15 October 2017: 

31 Billion $ (Bitcoin 92 Billion $)

• Mihai Alisie
• Anthony Di Iorio
• Charles Hoskinson
• Gavin Woods?

https://ethereumfoundation.org/devcon3/
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BLOCKCHAIN
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Early 19th-century German ledger (Hauptbuch der Gemischtwarenhandlung Hochstetter, vor 1828 
Landesmuseum Württemberg) 

By Photo: Andreas Praefcke (Own work) [Public domain], via Wikimedia Commons

„Block“chain
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Own Work – Translated from https://commons.wikimedia.org/w/index.php?curid=52997996 – Origins  The Bitcoin Foundation / C rall (Diskussion) 00:08, 25. Okt. 2016 (CEST)

Block“chain“

Block 1
Header

Block 2
Header

Block 3
Header

Hash of previous 
Block 0 Header

Hash of previous 
Block 1 Header

Hash of previous 
Block 2 Header

Hash Tree of 
Transactions 1

Hash Tree of 
Transactions 2

Hash Tree of 
Transactions 3

Block 1
Transactions 1

Block 2
Transactions 2

Block 3
Transactions 3

https://bitcoin.org/
https://de.wikipedia.org/wiki/Benutzer:C_rall
https://de.wikipedia.org/wiki/Benutzer_Diskussion:C_rall
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Distributed Ledger
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BUSINESS MODELS
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Smart Contracts – Application
Sharing Economy

slock.it

mybit.io

https://www.youtube.com/watch?time_continue=8&v=qQYQ4JFnxOE
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Smart Contracts & Blockchain – Application:
Development, Collaboration, Contracting, Licence 
Management and Fulfilment

Decentralized 
Development 
Platform

By Bart Dring [GFDL 1.2 
(http://www.gnu.org/licenses/old-licenses/fdl-
1.2.html)], via Wikimedia Commons

Developers

3D - Printer

ContractorsContractorsContractorsContractorsContractorsContractors

Co-development
Ordering / Licensees

Automated and self-executing 
contracting and license

through Smart Contract and 
Blockchain
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Smart Contracts – Application: Insurance Contracts

A simplified example of how a smart contract would work in an insurance environment. Created 17th April, 2017 . By draglet GmbH (Own work) [CC BY-SA 4.0 
(https://creativecommons.org/licenses/by-sa/4.0)], via Wikimedia Commons

https://www.willistowerswatson.com/en/insights/2017/09/blockchain-ledgers-and-smart-contracts-the-
future-of-marine-insurance

https://www.munichre.com/en/media-relations/publications/company-
news/2017/2017-09-10-company-news/index.html
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Smart Contracts & Blockchain – Application:
Bonds Emission
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Smart Contracts – Application – Crowdfunding

https://en.wikipedia.org/wiki/List_of_highest_funded_crowdfunding_projects#Over_10_million
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Smart Contracts – DAO – Cryptocurrencies 

https://www.cnbc.com/2017/08/09/initial-coin-offerings-surpass-early-stage-venture-capital-funding.html
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LEGAL QUESTIONS 
AND CHALLENGES
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Basic Questions regarding Smart Contracts

• Legal nature: Smart Contracts are Contracts – aren‘t they?

• Conclusion of contract: Special requirements?

• Interpretation of contract: Basis for Interpretation, Code versus Law, 
Coding the contract purpose

• Vague legal terms – undefined legal concepts

• Legal limits of contractual freedoms: agreement contra bonos mores 
and usury 

• Place of jurisdiction and governing law: Are Smart Contracts forming  
transnational law in a stateless Virtual Machine?

• Arbitration clauses and proceedings in and through Smart Contracts

• Decentralized Autonomous Organizations (DAO) and Numerus Clausus 
of the legal forms of companies: Is it possible to create new forms of 
legal persons through Smart Contracts?



Prof. Dr. Heribert M. Anzinger | Smart Contracts & Blockchains | Legal (R)Evolution |  23 October 2017Seite 28

Basic Questions regarding Blockchain

• Burden of proof

• Good faith 

• Rescission of transactions

• Transfer of Token (Intellectual Property?, Rights? Securities?)

• Copyrights

• Data protection 
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Regulatory Framework – Need for legislative action

• Burden of proof

• Consumer protection

• Banking Law and Capital markets law

• Anti money-laundering legislation

• Data protection regulation

• Competition and antitrust law

• Tax law



Prof. Dr. Heribert M. Anzinger | Smart Contracts & Blockchains | Legal (R)Evolution |  23 October 2017Seite 30

Interpretation of Smart Contracts
Code versus Law

„Search for Intention 
(...) Difference between' implementation' and' intention'. (...) Either, in the sense of' Code 
is Law', the implemented program code (and then, if applicable, including any errors) 
must have final validity, or an existing law outside the block chain applies. The decision of 
the Dao community ultimately supports the idea of a right outside the blockchain and puts 
it above the implementation in the code - but at the price of the fact that the absolute 
code postulated as "absolute" loses its absoluteness." 

Own translation. German by Udo Milkau, Leiter der Geschäftsfeldsteuerung 
Transaction Banking, DZ Bank / Thomas Schönfeld, Director im Bereich 
Financial Services, PwC 
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Legal challenges regarding Smart Contracts:
Incorrect and incomplete performance, contract adjustment, 
invalidity, rescission

• Priority of substantive law?

• Implementation Challenges in the Blockchain:

• Objections (Einreden und Einwendungen)

• Retention rights

• Reversal and rescission

• Reclaiming

• Adjustment of the contract after discontinuation of the business basis

• Offset
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IMPACT ON THE LEGAL 
MARKET
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Loss of importance of intermediaries and central public 
registers mediating trust

By Klaus Graf (Own work) [CC BY-SA 3.0 
(https://creativecommons.org/licenses/by-
sa/3.0)], via Wikimedia Commons

Palazzo San Georgio — in Genoa - By Jensens (Own 
work) [Public domain], via Wikimedia Commons

Notaries
Trusted public 

registers Banks

Fiduciaries, Lawyers, 
Certified public accountants?

Interior view with a young notary at his desk; oil on 
canvas; 38.4 x 34.5 cmBy anonymous German painter 
(http://www.bassenge.com/) [Public domain], via 
Wikimedia Commons
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Changes in the significance of central dispute settlement 
institutions

Gerichtssitzung zu Vendôme - Kriminalmuseum Rothenburg
By User:Mattes (Own work) [Public domain], via Wikimedia 
Commons

World’s First Smart 
Contract Based Arbitration 
Proceedings Conducted
  July 17, 2017 2:42 pm

http://www.trustnodes.com/2017/07/17/worlds-first-smart-contract-based-arbitration-
proceedings-conducted



Prof. Dr. Heribert M. Anzinger | Smart Contracts & Blockchains | Legal (R)Evolution |  23 October 2017Seite 35

Changes in the competition of the legal systems

Artificial intelligence 
disrupting the business of 
law
Firms are recognising that 
failure to invest in 
technology will hinder 
ability to compete in 
today’s legal market

Financial Times, October 6, 2016 by Jane Crofthttp://www.lawmadeingermany.de
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Changes in the competition between legal service providers
Future of lawyers?

Deloitte, Developing legal talent Stepping into the future law firm, February 2016

Legal service: Proportions between 
craftmanship and bulk production?
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Significance gain of software auditing
Verification of Smart Contracts – and Education!

https://securify.ch

D. Magazzeni, P. McBurney and W. Nash, 
"Validation and Verification of Smart Contracts: 
A Research Agenda," in Computer, vol. 50, no. 
9, pp. 50-57, 2017.
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Institute of Distributed Systems, Prof. Dr. Frank 
Kargl, https://www.uni-ulm.de/in/vs/res/proj/sampl/

http://www.jura.uni-heidelberg.de/digitales_recht/index_e.html

www.uni-ulm.de/cml
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