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SMART CONTRACTS
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Gumball machines
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Turnstile / Pay toilets

Lung at the German language Wikipedia [GFDL (http://www.gnu.org/copyleft/fdl.html) or CC-BY-SA-3.0 (http://creativecommons.org/licenses/by-sa/3.0/)], via Wikimedia Commons
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Algorithm 1 Payment enforcement
1: procedure ENFORCE(p, term, car)

2: if p < term then > Term fully paid?
3: [nterruptStarter(car)
4: end if

5 end procedure

Tjong Jin Tai, Formalizing Contract Law for Smart Contracts,
Tilburg Private Law Working Paper Series No. 6/2017
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Starter Interrupt Device

Algorithm 1 Payment enforcement

I: procedure ENFORCE(p, term, car)

2: if p < term then & Term fully paid?
3 InterruptStarter(car)

1 end if

5 end procedure
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Smart Contracts — Really Smart?

Smart Legal Contracts
Smart Contract Codes — Artificial Intelligence —
— Self Executing Contracts — |

Algorithm 1 Pavment enforcomont
i+ procedure ENFORCE(p, term, car)

2 if p < term then = Term fully paid?
3 InterruptStarter| car)
4 ond if

& end procedure
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Decentralized Autonomous Organizations (DAO) by Smart
Contracts — Electronic Legal Persons

DECENTRALIZED AUTONOMOUS ORGANIZATION TO AUTOMATE GOVERNANCE
FINAL DRAFT - UNDER REVIEW

CHRISTOPH JENTEZSCH
FOUNDER & CTO, SLOCK.IT
CHRISTOPHJENTEZSCHGSLOCK.IT

ABSTRACT, This paper defcribes the first implementation of Decentralized Autonomons Organization (DAQO) code to
automate organizational governance and decision-making. The code can be used by individuals working together
oollaboratively outside of a traditional corporate form. It can aiso be used by a registered corporaie entity to automate
formal governance rules contained in corporste bylaws or imposed by law, First the DAO concept is described, then
minocrity rights is discussed, and a solution to & “robbing the minority™ attack vector i= proposed. Finally, & practical
implementation of a fArst generation DAO entity s provided using smart contracts written in Solidity on the Ethereum
blockehain.
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Turing complete Smart Contract and Decentralized Application
Platforms: Ethereum, Monax, Rootstock

Build unstoppable
applications

um is a decentralized platform that runs smart contracts
fraud or third party interference

These apps run an a custom bullt blackchain, an enormously
powerful shared global infrastructure that can move value

around and represent the ownership of property. This enable

www.ethereum.org

MON

The Ecosystem Apq|igatic i

ROK

SMARTER BITCOIN

www.rsk.co https://monax.io
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Smart Contracts — Programming Languages
Example: Solidity et. al.

Learn Solidity, a new language for smart contracts:

DESIGN AND ISSUE YOUR OWN
CRYPTOCURRENCY

Creain

YOU CAN BUILD:

: Airadeabin tokerwiith a fleed sopply
¢ Keeotral bonk that con moe maney
;A puzrie based cryptocurmncy

www.ethereum.org

Criticism

» Security Issues

» Hard to validate Script Language
* Permissiveness

Alternative Script Languages

« Serpent (outdated)
» Viper (rising)
» Babbage (discussed)

8po) 8)Ag

(WA3) BUIUDEIA [ENUIA WNBJBY)T
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Smart Contracts
Solidity — Code Example ,,Creating Contracts*

contract TokenCreator {
function createToken(bytes32 name)
returns (OwnedToken tokenAddress)

{
J/ Create a new Token contract ond retorn its oddress.
Jf From the JovaScript side, the return type is simply
FS Toaddress®, gs this: is the closesi type avoilable in
/7 the ABI.
return new OwnedToken(name);

}

function changeName(OwnedToken tokenAddress, bytes32 name) {
J Again, the external type of “tokendAddress” is
A simply "oddress".
tokenAddress.changeName(name) ;

}

function isTokenTransferOK(
address currentCwner,
address newdwner
) returns (bool ok} {
Af Check some griitrory condition.
address tokenAddress = msg.sender;
return (keccak256(newOwner) & @xff) == (bytes28(tokenAddress) & 8xff);

https://solidity.readthedocs.io/en/develop/contracts.html#creating-contracts
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Smart Contracts — Social Contracts?
Transnational Company and Constitutional Law on Ethereum?

Y CREATE A DEMOCRATIC
AUTONOMOUS ORGANIZATION

e
2 . Now that you have developed your Ides and secured funds,
v

n whats next? You have to hire managers, find a trustworthy
b I

. CFO to handle the accounts, run board meetings and do &
i) o bunch of paperwork
v o ¥ i
- - Or you can simply leave all that to an Ethereum contract. it
et b A TY »
n [Chts 1 i e will collect proposals from your backers and submit them
‘ — through o completely transparent voting process.
' ,-" L | One of the many advantages of having a robot tun your
: organization s that it is Immune 1o sny cutside influence as 4
i it's puaranteed to mxscute only what it was programmed ta,
o — ! And becauss the Ethersum networkis decentralized, you'l| be
abiie to provide services with a 1003 upﬂmegumntz&,‘“

YOU CAN BUILD:

‘\_ Start ygurarpﬁ[:jﬁm Avirtual organization where members vote on issues
— . | Atransparent assoclation based an shareholder vating

1 Your own country with an unchangeable constitution
d A better delegative democracy

www.ethereum.org == M

it L¥IL

A M e RT

The frontispiece of the
book Leviathan by Thomas Hobbes;

ragon one engraving by Abraham Bosse


https://en.wikipedia.org/wiki/Leviathan_(book)
https://en.wikipedia.org/wiki/Thomas_Hobbes
https://en.wikipedia.org/wiki/Abraham_Bosse
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Smart Contracts — Ethereum Environment and Challenges

Ethereum Virtual Machine *30 July 2015

Hard Fork 1VV/2016

Ethereum
Foundation, Zug,
Switzerland /
Canadian Roots

ethereum

OuUND rlioN

devcon three

Ethereum Foundation Developers Conference

""" "
e 2

Nov 1-4, 2017 Cancun, Mexico

https://ethereumfoundation.org/devcon3/

Challenges Vitalik Butherin, 2016
e Trust By Romanpoet (Own work) [C/)IC BY-S¢b4.0
- (https://creativecommons.org/licenses/by-
. Performance / Sca|ab|||ty sa/E.O)], via Wikimedia Com?nons g
 Mihai Alisie
* Anthony Di lorio
Cryptocurrency Ether  Charles Hoskinson
 Market Cap at 15 October 2017: «  Gavin Woods?

31 Billion $ (Bitcoin 92 Billion $)
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BLOCKCHAIN
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,Block“chain

Early 19th-century German ledger (Hauptbuch der Gemischtwarenhandlung Hochstetter, vor 1828
Landesmuseum Wiurttemberg)

By Photo: Andreas Praefcke (Own work) [Public domain], via Wikimedia Commons



Block“chain*

Hash of previous
Block 0 Header

Hash Tree of
Transactions 1

Block 1
Transactions 1

Hash of previous
Block 1 Header

Hash Tree of
Transactions 2

Block 2
Transactions 2

Prof. Dr. Heribert M. Anzinger | Smart Contracts & Blockchains | Legal (R)Evolution | 23 October 2017

Hash of previous
Block 2 Header

Hash Tree of
Transactions 3

Block 3
Transactions 3

Own Work — Translated from https://commons.wikimedia.org/w/index.php?curid=52997996 — Origins The Bitcoin Foundation / C rall (Diskussion) 00:08, 25. Okt. 2016 (CEST)



https://bitcoin.org/
https://de.wikipedia.org/wiki/Benutzer:C_rall
https://de.wikipedia.org/wiki/Benutzer_Diskussion:C_rall
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BUSINESS MODELS
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Smart Contracts — Application
Sharing Economy

slock.it i e e e e

»,, i
':-4. a ) - " https://www.youtube.com/watch?time_continue=8&v=qQYQ4JFnxOE

USE CASES
AR
- pr—
(5 &= 10|
//"_“h-.\ . T j J : '/—"*--.,___"
slock.it | ) P CRYPTOCURRENCY L )
SMART 107 DEVICES.
PROPERTY MACHBE A% A RERWCE

e WooeL)

R N
N 3D PRINTERS ( ( TT}I
| e > = A

MACHINERY s E
COMMIRCIALL \\ v
/ RENEWABLE
SELF-DRIVING EMERGY
VEHICLES
[COMNSUMER)

mybit.io
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Smart Contracts & Blockchain — Application:

Development, Collaboration, Contracting, Licence
Management and Fulfilment

Co-development

Developers

Decentralized
Development
Platform

A\

<Ordering / Licensees

Automated and self-executing
contracting and license
through Smart Contract and
Blockchain

Contractors

3D - Printer

By Bart Dring [GFDL 1.2
(http://www.gnu.org/licenses/old-licenses/fdl-
1.2.html)], via Wikimedia Commons
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Smart Contracts — Application: Insurance Contracts

| ——
| CONTRACT

2 Pre-defined
contract

= Terms of the policy « Event triggers « The smart contract
are agreed by all insurance policy policy is automatically
counterparties execution executed based on the

pre-agreed terms
* These are hard
coded into the smart
contract and cannot
be chan-ged without
all parties knowing

AXA turns to smart contracts for flight-delay insurance

Muria Terekhova, Business Insider
(215002017, 1548 484

Blockchain ledgers and smart contracts: the future of marine
insurance?

September 11, 2017 | United Kingdom, United States

- Settlement

= Payout / other
settlement completed
instantly and efficiently

10 September 2017

B3i launches working reinsurance
blockchain prototype

B3l, the Blockchain Insurance Industry Initiative, announces launch of market
beta-testing of its reinsurance blockchain prototype.
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Smart Contracts & Blockchain — Application:
Bonds Emission

Borsen-Zeitung

Zeitung filr die Finanzmiirke Ausgabe 122 vom 29.06.2017, Saite 3

LBBW begibt Blockchain-Schuldschein

Pilotprojekt fiir Landesbank und Di imler - Regulatorische Hirden bestehen

Bersen-Zeltun 1;.&.:0}1 elnsusetzen, und will entsprechende  und den regulatorischen Rahmenbe-
igo Stutigart - Die it Partnem aus Industrie  dingungen fir den Binsate von auf
dd:n\"-'ﬁmmbeu (LBBW) und dur Handel durchiihren. Daimber Gouwm'pmwbnlhn banlerenden
nals et et P E&ﬁuﬂﬂr&k?&h':“h:im- ol e gt ¢ ht:

gemeinsam in dun:hpem
transaktion dle Blockchaln-Techno-  fir den Konsern interessanten Ge- mldemklmu
logle elngesetzr. In cinem Pilotpro-  bleten mit erarbelten, Etwa fir Kun- hnll.h!.mumﬂhmm
ek platziene die LBEW fir den  denbetichungen, Handel und Ver  lehensnehmer und lnvulmm

milm:imm.hhrbcldni:pnhn— stungen. Weltere konkrete Projekte  Auszahlung bis tur Rilckrahlung des

nuldetnmnemﬂmiud.lnlhg Die LEBW habe die Technologie
Technologie testen. Die LUBW kann Ein wirschaftlicher Faktor ist die  und mogliche Kiirungsthemen aus
skch vorstollen, Bockchaln kinftig Technologle fir beide Komserne regulmorischer Sicht mi der BaFin
bel Konsortlalkrediten oder In der mnoch nicht. Offcne Fragen besteben  angesprochen und will dies vertie-
Handels- und Exportfinamelerung  generell bel Datenschutz, Sicherhelt  fen
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Smart Contracts — Application — Crowdfunding

List of highest funded crowdfunding projects

From Wikipedia, the free encyclopedia

This is an incomplete list of the highest funded crowdfunding projects, either successful or not.

Contents [hide]
1 Over 10 million
2 5-10 million

3 1-5 million

4 See also

5 References

‘Over 10 million | edi;

\ Campaign Campaign Amount
Rank ¢ Project # Cate % | Platform ¢ % s 4
I gory end date target raised
1 ECS Blockchain | Ethereum | June 26,2017 | $100M $185,000,000+!"!
4 The DAO Blockchain | Ethereum May 28, 2016!71 | $500K $150,000,000%]
5 Status@ Blockchain | Ethereum June 21,2017 | $12M ‘ $103,000,0001

https://en.wikipedia.org/wiki/List_of _highest_funded_crowdfunding_projects#Over_10_million
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Smart Contracts — DAO - Cryptocurrencies

Initial coin offerings have raised
$1.2 billion and now surpass
early stage VC funding

+« The amount of money raised by start-ups via so-called initial coin offerings

(ICOs) has surpassed early stage venture capital (VC) funding for internet
companies.

« |COs are a way for start-ups to raise money by selling investors tokens in
exchange for equity, similar to an initial public offering (IPO).

Arjun Kharpal | @ ArjunKharpal
Published 713 AM ET Wed, 9 Aug 2017 | Updated 917 AM ET Wed, 9 Aug 2017

https://www.cnbc.com/2017/08/09/initial-coin-offerings-surpass-early-stage-venture-capital-funding.html

Birsen-Zeitung Borsen-Zeitung
Laltung, fir dle Firasemrkie Aumgate 13w 19012017, Bite 2 Zetung fir die Finanzmiirkte

Ausgube 170 vom 05.09.2017, Seile 2

Initial Coin Offerings bedrohen

INITIAL COIN OFFERING

Venture-Capita.-Modell

Chinas Zentralbank zieht den

Technologiefirmen gehen dazu bber, Risikokapital mittels Kryplowlhrung direkt bei Stopsel bel ICOS

Investoren einzusammeln — Handelsfunktionen auf Plattformen ein Bonus

Krypto-Borsenginge werden als illegale Kapitalbeschaffung verboten — Angst vor

Missbrauch mit neuen Spekulationsinstrumenten



LEGAL QUESTIONS
AND CHALLENGES
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Basic Questions regarding Smart Contracts

* Legal nature: Smart Contracts are Contracts — aren't they?
» Conclusion of contract: Special requirements?

» Interpretation of contract: Basis for Interpretation, Code versus Law,
Coding the contract purpose

« Vague legal terms — undefined legal concepts

« Legal limits of contractual freedoms: agreement contra bonos mores
and usury

* Place of jurisdiction and governing law: Are Smart Contracts forming
transnational law in a stateless Virtual Machine?

» Arbitration clauses and proceedings in and through Smart Contracts

» Decentralized Autonomous Organizations (DAO) and Numerus Clausus
of the legal forms of companies: Is it possible to create new forms of
legal persons through Smart Contracts?
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Basic Questions regarding Blockchain

» Burden of proof

« Good faith

* Rescission of transactions

« Transfer of Token (Intellectual Property?, Rights? Securities?)
« Copyrights

« Data protection
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Regulatory Framework — Need for legislative action

» Burden of proof

» Consumer protection

« Banking Law and Capital markets law
* Anti money-laundering legislation

« Data protection regulation

» Competition and antitrust law

« Tax law
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Interpretation of Smart Contracts
Code versus Law

Borsen-Zeitung

Zeitung fiir die Finanzmirkte Ausgabe 138 vom 21.07.2016, Seite 2

GASTBEITRAG

Blockchain, Smart Contracts
und der Einlagenschutz

,Search for Intention
(...) Difference between' implementation' and' intention'. (...) Either, in the sense of Code
is Law', the implemented program code (and then, if applicable, including any errors)
must have final validity, or an existing law outside the block chain applies. The decision of
the Dao community ultimately supports the idea of a right outside the blockchain and puts
it above the implementation in the code - but at the price of the fact that the absolute
code postulated as "absolute" loses its absoluteness."

Own translation. German by Udo Milkau, Leiter der Geschéaftsfeldsteuerung

Transaction Banking, DZ Bank / Thomas Schénfeld, Director im Bereich
Financial Services, PwC
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Legal challenges regarding Smart Contracts:
Incorrect and incomplete performance, contract adjustment,
invalidity, rescission

Priority of substantive law?

Implementation Challenges in the Blockchain:
« Objections (Einreden und Einwendungen)
* Retention rights
* Reversal and rescission

* Reclaiming

Adjustment of the contract after discontinuation of the business basis
Offset
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IMPACT ON THE LEGAL
MARKET
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Loss of importance of intermediaries and central public
registers mediating trust

Trusted public
Notaries registers

L= o

Palazzo San Georgio — in Genoa - By Jensens (Own
work) [Public domain], via Wikimedia Commons

Interior view with a young notary at his desk; oil on By Klaus Graf (Own work) [CC BY-SA 3.0
canvas; 38.4 x 34.5 cmBy anonymous German painter (https://creativecommons.org/licenses/by-
(http://www.bassenge.com/) [Public domain], via sa/3.0)], via Wikimedia Commons

Wikimedia Commons

Fiduciaries, Lawyers,
Certified public accountants?
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Changes in the significance of central dispute settlement
institutions

World’s First Smart
Contract Based Arbitration
Proceedings Conducted

July 17, 2017 2:42 pm

PR N

/ -~ .
Smart Contract sends ves_~~ = NS - partyrasedan .
( result to parties G"“ hwﬂ : \"x otyection? __,,-"
s -
“ﬂ_\—,_r"' -
\f ﬁ/

" Parties trigger Smart 1 Senart Contract Arbitration Hbesry

Contract | rans triggers arbRration
W _',-“

Results are being sent to | Dispute resolution is
Smart Contract being performed

Gerichtssitzung zu Vendéme - Kriminalmuseum Rothenburg
By User:Mattes (Own work) [Public domain], via Wikimedia
Commons http://www.trustnodes.com/2017/07/17/worlds-first-smart-contract-based-arbitration-

proceedings-conducted



Seite 35 Prof. Dr. Heribert M. Anzinger | Smart Contracts & Blockchains | Legal (R)Evolution | 23 October 2017

Changes in the competition of the legal systems

Artificial intelligence
- a disrupting the business of
- ' law
@ _ Firms are recognising that
AT | Law - Made In Germany - failure to invest in
| AL G technology will hinder
http://www.lawmadeingermany.de ability toeompaie-inoesy e con

today’s legal market
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Changes in the competition between legal service providers
Future of lawyers?

Legal service: Proportions between
craftmanship and bulk production?

What will the future law firm look like?

The |legal profession will be radically different in ten years. On the whole, we
expect the following:

fewer traditional lawyers in law firms

* A new mix of skills among the elite lawyers

L

Greater flexibility and mobility within the industry

A reformed workforce structure and alternative progression routes

e A greater willingness to source people from other industries with non-
traditional skills and training.

Deloitte, Developing legal talent Stepping into the future law firm, February 2016
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Significance gain of software auditing
Verification of Smart Contracts — and Education!

Formal Verification of Smart Contracts

Short Paper

Karthikeyan Bhargavan', Antoine Delignat-Lavaud®, Cédric Fournet?,
Anitha Gollamudi®, Georges Gonthier*, Nadim Kobeissi', Natalia Kulatova’,
Aseem Rastogi‘, Thomas Sibut-Pinote’, Nikhil Swamy?,
and Santiago Zanella-Béguelin®

'Inria

{karthikeyan.bhargavan,nadim.kobeissi,natalia kulatova,thomas.sibut-pinote}@inria.fr

*Microsoft Research

{antdl fournet,gonthier,aseemr,nswamy,santiago}@microsoft.com

T SECURIFY

Formal Verification of
Ethereum Smart Contracts

ny contract for critical security vulnerabilities

Uity guarantees. Accepls

https://securify.ch

*Harvard Universi
agollamudi@g.ha .edu

D. Magazzeni, P. McBurney and W. Nash,

"Validation and Verification of Smart Contracts:
A Research Agenda," in Computer, vol. 50, no.
9, pp. 50-57, 2017.
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Computational Methods in Law
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e/

http.//www.Jura.un|-he|delberg.de/d|g|tales_recht/|ndex_e.htmI

.

www.uni-ulm.de/cml

SAM Pr_

SECURE 3D PRINTING

Institute of Distributed Systems, Prof. Dr. Frank
Kargl, https://www.uni-ulm.de/in/vs/res/proj/sampl/
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